
Data protection information when using Microsoft Teams

Responsibilities
DATRON AG
Am Innovationsfeld 1
64372 Ober-Ramstadt
Germany
Telephone: +49 6154 63766-0
E-mail: datenschutz@datron.de

Contact details of the data protection officer
CTM-COM GmbH
Marienburgstraße 27
64297 Darmstadt
Germany
Telefon: +49 6151 3942-72 
Fax: +49 6151 3942-73 
E-Mail: datenschutz@ctm-com.de

Brief description
With the following information, we would like to give you an overview of our collection, processing and use of your 
personal data in connection with the use of "Microsoft Teams" and inform you about your rights. Which data is processed 
in detail and how it is used depends largely on the individual usage options.

If you have any questions, comments or suggestions regarding our handling of data protection, please contact us at the 
above address.

To the extent that Microsoft uses or otherwise processes personal data subject to the GDPR for business activities that 
are initiated by the provision of the products and services, Microsoft will fulfill the obligations of an independent data 
controller under the GDPR for this use. Microsoft will then assume the additional obligations of a "data controller" under 
the GDPR for such processing.
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Purpose of data processing
We process personal data that we receive from you in the context of your use of ‘Microsoft Teams’ and ‘Microsoft Teams
Premium’ for conference calls, online meetings, video conferencing and/or webinars (hereinafter: ‘online meetings’).
‘Microsoft Teams’ and ‘Microsoft Teams Premium’ are services of Microsoft Corporation, which is based in the United
States.

Microsoft Teams Premium integrates AI features to increase the efficiency of meetings. The data processing in this
context serves the following purposes:

Intelligent summaries: AI automatically generates meeting notes, suggests tasks and highlights important points.
This makes it easier for participants to grasp the essential information, even if they were not present.

Live translations: During meetings, subtitles are translated in real time into up to 40 languages to improve
communication between participants from different language areas.

Personalised meeting experiences: Companies can brand meetings with their own branding, including logos and
colours, to ensure a consistent look and feel.

Enhanced meeting protection: Features such as watermarks and restricted recording permissions help to ensure the
confidentiality of sensitive information.

This data is processed in strict compliance with Microsoft's data protection and security policies. Customer data is not
used to train AI models, and all information remains within established compliance boundaries.

Note: If you access the "Microsoft Teams" website, the provider is responsible for data processing. Calling up the website
is only necessary to download the "Microsoft Teams" software.

If you do not want to or cannot use the "Microsoft Teams" app, you can also use "Microsoft Teams" via your browser. The
service is then also provided via the "Microsoft Teams" website.

For more information about how Microsoft handles personal data, please refer to the privacy policy of Microsoft.

Legal basis
Insofar as the personal data of our employees is processed, the legal basis for the data processing lies in
the performance of the employment relationship and fulfillment of the employment contract pursuant to Art. 6 para. 1 lit. b
GDPR.

If, in connection with the use of "Microsoft Teams", personal data is not required for the establishment, performance or
termination of the employment relationship, but are nevertheless an elementary component of the use of
"Microsoft Teams", Art. 6 para. 1 lit. f GDPR is the legal basis for data processing. Our legitimate interest in these cases
is in these cases is the effective conduct of "online meetings".

If we want to record "online meetings", we will inform you of this transparently in advance and - if necessary - ask for
your consent (pursuant to Art. 6 para. 1 lit. a in conjunction with Art. 7 GDPR).
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Data categories
When using "Microsoft Teams", different types of data are processed. The scope of the data also depends on the
information you provide before or during participation in an "online meeting".

User details: e.g. display name, e-mail address (if applicable), profile picture (optional), preferred language

Meeting metadata: e.g. date, time, meeting ID, phone numbers, location

Text, audio and video data: You may be able to use the chat function in an "online meeting". In this respect, the
text entries you make will be processed in order to display them in the "online meeting". In order to enable the
display of video and the playback of audio, the data from the microphone of your terminal device and from any video
camera of the terminal device will be processed for the duration of the meeting. You can turn off or mute the camera
or microphone yourself at any time using the "Microsoft Teams" applications.

Standard deadlines for deletion
We generally delete personal data when there is no need for further storage. A requirement may exist in particular if the
data is still required in order to fulfill contractual services and to be able to
check and grant or defend against warranty and guarantee claims. In the case of existing statutory retention obligations,
deletion will only be considered after the respective retention obligation has expired.

As soon as the storage of the data is no longer required for the aforementioned storage purposes or if you withdraw your
consent, your data will be deleted.

The chat content is logged when using "Microsoft Teams". If it is necessary for the purposes of logging results of an
online meeting, we will log the chat content independently and delete it after one month.

Consequences of non-provision
If you do not provide us with your personal data, we cannot process them for the purposes listed.

Automated decision-making and profiling
Automated decision-making or profiling within the meaning of Art. 22 GDPR is not used.

Recipients or categories of recipients of the personal data
Processor:
Microsoft Corporation
Redmond, WA 98052-6399
USA

Intention to transfer to a third country or international organization
A transfer of personal data to the USA takes place. The transfer takes place on the basis of the adequacy decision of the
European Commission of 10.07.2023 (EU-US Data Privacy Framework).

This adequacy decision only applies if the respective US data recipient is also certified under the EU-US Data Privacy
Framework with the US Department of Commerce.

The named processor(s) is/are certified accordingly: No
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Guarantees and receipt of guarantees
We only transfer your personal data if the service provider's certification procedure has been completed and
checked, which guarantees the protection of the transmitted data and equally ensures legally binding and enforceable
obligations of the recipient.

In addition, we have concluded a data protection agreement with Microsoft when using the "Products and Services",
which contains so-called "standard data protection clauses", which have been approved by the EU Commission and
ensure a secure level of data protection.  This agreement is available here.

Right of revocation
You have the right to revoke any data protection consent that you have given to our company at any time. If the consent
is revoked, the legality of the processing carried out on its basis up to the revocation remains unaffected.

You are welcome to contact us via the e-mail address datenschutz@datron.de to revoke your consent.

Right to information
As a data subject of this data processing you have the following rights, which you can exercise against us and/or our
service providers:

Right to information,

Right of correction or deletion,

Right to restrict processing,

Right to object to the processing,

Right to data portability.

Right to withdraw any data protection consent ou have given to us.

You are welcome to contact us at datenschutz@datron.de to exercise your rights as a data subject.

You have the right to complain to the competent supervisory authority (see above) if there is a data protection violation or
suspicion of a data protection violation.

Right to lodge a complaint with a supervisory authority
Contact details of the supervisory authority responsible for our company:

The Hessian Commissioner for Data Protection and Freedom of Information.

E-mail: poststelle@datenschutz.hessen.de
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